Basic instructions for configuring PPP MSSQL Express Firewall Settings for
Server 2008 and Windows 7 Operating Systems

Prerequisites and Assumptions: PPP, MSSQL Express and Pervasive 32-bit and/or 64-bit
database server is correctly installed and operational on Windows 7 or Server 2008/2008R2.

Firewalls block unauthorized access to computer resources. If a firewall is not configured correctly
communications from the client to the SQL Server may not work.

By default, in Server 2008 and Windows 7 the firewall is on and is blocking remote connections. IT
support and administrators need to be careful when adjusting the firewall settings as it will affect
programs that access computer resources.

The following is a basic list of commonly used SQL Server ports related to PPP:

e TCP port 1433 - SQL Server default instance running over TCP. Note - If there is more than one
named instance of the Database Engine installed you may be need to change the default port 1433
to something else to avoid port conflicts. These instructions assume you only have the default
instance and we will use port 1433.

e UDP port 1434 - SQL Server Browser service

e TCP port 135 - Transact SQL debugger. Since SQL Express will be used and Management Studio is
on the host server, the service ssms.exe must be added to the “allow programs to communicate
through the Windows Firewall” exceptions list and TCP port 1433 opened (see screenshot)

Using Windows Firewall item in Control Panel to verify the proper firewall settings for SQL Server:
Click Start, click Run and then enter firewall.cpl

You will see a screen similar to below
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Click Allow a program or feature through Windows Firewall and verify the following programs
are in the list.

e Database Service manager - this is PSQL

e Pervasive PSQI 32-bit Database Engine (Server) - required for PSQL

e Pervasive PSQI 64-bit Database Engine (Server) - required for PSQL

e SQL Server Domain-Access Only

e SSMS - configure for TCP on Port 1433. This allows SQL server access
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If SQL Server and/or SSMS is not listed in the “allowed programs” you must add them.

How to configure Windows firewall to allow SQL Server access to users (Source for screenshots
& information: http://www.mssqltips.com)

1. Click Start | All Programs | Administrative Tools | Server Manager. This will open up Server Manager as
shown in the below snippet.

ﬂ: Server Manager MEE
File  &chon  View  Help
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s Features =
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*3 Check for New Roles
LA S S g :‘), R Security Configuration Wizard
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{ESC):
* Roles Summary H Roles Summary Help j

£3 Last Refrash: Today at 4:27 PM  Configure refresh

2. In Server Manager, expand Configurations tab and then expand Windows Firewall with
Advanced Security. Right click Inbound Rules and click on New Rule... as shown in the below snippet
to open up New Inbound Rule Wizard.

[ Gy Server Manager (TSERVER)
= _1._ Roles
# @] Features
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: ) Task Scheduler
= i Windows Firewall with Advanced Security
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£% Outbound Rule
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) Quick P
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3. In New Inbound Rule Wizard's Rule Type Page, you need to select Port option as shown in the below
snippet to control connections for a TCP or UDP Port. Click Next to continue with the wizard.



* New Inbound Rule Wizard E

Rule Type

Select the type of firewall nule to create.

Steps:
Fule Type What lype of nube would you ke to create?
»  Protocol and Ports
@ Action " Program
@ Fiofie Rule that contrals connectians for & program.
@ Name = Port
Rule that control: connections for a TCP or UDP port.
" Predefined:
!I": hizack ntent Retieval (lees HTTF ;I
Fule that controls connections for a Windows experience.
T Custom
Custom rule.
Learn more sbout ruls pes
gack [ New> Cancel |

4. In Protocol and Ports, specify the protocols and ports to which this rule applies. As we know that SQL
Server when installed as a default instance will use 1433 as the default port, hence you need to choose
TCP option and then specify the port number as 1433 as shown in the below snippet. Click Next to
continue with the wizard.

* New Inbound Rule Wizard E3

Protocol and Ports
Specify the protocols and ports to which this iile applies.

Steps:

s Rule Type Dioss thes rule spply to TCP or LIDP?
+ Protocol and Ports & ICP

@ Action T UDP

@ FProfile

@ Mame

Doss thes rule 2pply to all local ports o specific local paits?

" All local ports
* Specific local ports:  [1433
Example; 80, 443, 5000-5010

Learn more about protocol and ports

cBack || Mew> Caricel




5. In Action page, specify the action to be taken when a connection matches the conditions specified in
this rule. There are basically three options available to choose from which are self explanatory.

a) Allow the connection
b) Allow the connection if it is secure
c) Block the connection

Here, you need to choose the first option which is Allow the connection and click Next, to continue with
the wizard.

* New Inbound Rule Wizard E
Action

Specify the action to be taken when a connection matches the conditions specified n the nis.

Steps:

y Pule Type What action should be taken when a connection matches the specified conditions?

»  Protocol and Parts
" Allow the connection

(HELDY Thiz mcludes cormections that are protected with |Psec a: well az thoze ae not.
) Praifile
T Allow the connection if it is secure
» Name

This includes only connections that have been authenticated by usng IPsec. Connections
will b= secured usEng the sattings in |Peec properties and rules in the Connection Securty
Rule node.

Customize

" Block the connection

Learn more sbout actions

cBack || Mew> Cancel |

6. In Profile page, specify the profiles for which this rule should apply. There are three options available
to choose from which are self explanatory.

a) Domain - Applies when a computer is connected to its corporate domain
b) Private - Applies when a computer is connected to a private network location
c) Public - Applies when a computer is connected to a public network location

Here, you need to choose the first option which is Domain as you want everyone who is connected to its
corporate domain to get connected to the SQL Server Instance as long as they have permissions to
connect to the SQL Server 2008 Instance. Click Next, to continue with the wizard.



* New Inbound Rule Wizard =]

Profile
Specify the profiles for which this nule applies.

Steps:
s Rule Type ‘When does this il apply?
»  Protocol and Ports
) Action ¥ Domain
s Profie Applas when & computer is cormacted lo its corporste domain.
y Name ™ Private
Lpples when 3 computer is connected to a private netwark location.
" Public

Lpphes when a computer i connected to & public network location

Learn more sbout profiles

cBack || Mew> Cancel |

7. In Name Page, you need to provide a meaningful name and also provide a meaningful description as
shown in the below snippet and click Finish to complete the wizard.

* New Inbound Rule Wizard E
Name

Specify the name and descnption of this nue.

Steps:
» Rule Type

» Protocol and Parts

y  Achion
y Profile ame:

SOL Server 2008 Default Port
+ Mame

Description (optional);
Enable SOL Server 2008 Defsult Port for user connectivity|

cgack || Fish | canca




Once the wizard configuration is complete, you will be able to see the new rule available under Inbound
Rules as shown in the below snippet.

F Server Manager
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3 B, Moritoring L8 Windoves Frewall Remote Management (RPC... Windows F 2 Refrech
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On the computer running MSSQL Express, add ssms.exe to exceptions list in Windows Firewall
eAdd TCP port 135 to the exceptions list.
eAdd program ssms.exe (SQL Server Management Studio) to the exceptions list. By default,

ssms.exe is installed in C:\Program Files\Microsoft SQL
Server\100\Tools\Binn\VSShell\CommonZ7\IDE.



On the computer running MSSQL Express verify in SQL Server Configuration Manager -> SQL
Server Network Configuration -> Protocols for SQLEXPRESS -> TCP/IP properties -> that TCP
Port 1433 is configured as below

i3

= Sql Server Configuration Manager
File Acton View Help

2= H

‘@ S0L Server Configuration Manager (Local) Protocol Name | Status
SOL Server Services % Shared Memary Enabled
& SOL Server Network Configuration {32bit) % Named Pipes Disabled
= .. SQL Mative Client 10.0 Configuration {32bit) = TCP/IP Enabled
Client Protocols Fvia . -
B & S0L Server Network Configuration | .
E%;Pmmmlsfwsq_acpmzss Protocol Ipmml
= % S0L Mative Client 10.0 Configuration B 1pa -
Client Protocols Active Yes
R Aliases Enabled Mo
IP Address 127.0.0.1
TCP Dynamic Ports o
TCP Port
B 1ps
Active Yes
Enabled Mo
IP Address feB0::5efe: 192,168, 10, 59%:12
TCP Dynamic Ports o
TCP Port
B 1pal
TCP Dynamic Ports
TCP Port 1433 |
-
Active
Indicates whether the selected IP Address is active,
ok | cance Srly | el




